A real-time household water consumption monitoring and processing system aimed at leakage identification at user level is presented here. The system, developed within the GST4Water project, allows consumption data sent by a generic smart meter installed in a user's house to be received and transferred to a cloud platform. Here, the consumption data are stored and processed through an empirical algorithm able to automatically identify leakage at the individual user level by looking for non-consumption in certain periods of the day. With reference to a real-life case study, the results obtained show that the algorithm enables leakages on users' properties to be identified with an accuracy of more than 90%. Therefore, the implementation of this algorithm within a highly innovative smart metering system can represent an efficient tool for reducing water losses at user level.
Introduction
In recent years, the issue of sustainable water resource management has taken on key importance worldwide because of several concomitant factors, including climate change and population growth, which have significantly reduced water availability and, at the same time, increased water demand [1] . In addition, the population's lack of sensitivity concerning the need to save water, along with the aging of infrastructure, is a source of losses that cause environmental, economic, financial, and socio-ethical impacts [2, 3] . Real-time water consumption monitoring systems and systems for the recovery and reuse of rain and grey water inside buildings are based on technologies that aim to limit the use of drinking water, while ensuring greater environmental sustainability [4, 5] . The "Green-Smart Technology project for the sustainable use of water resources in buildings and urban areas (GST4Water)" fits into this context [6] . The project is funded by the European Community through the financial sponsorship of the Emilia-Romagna Region (POR-FESR 2014-2020). Its general goal is to allow for the conscious use of water resources at the user level (i.e., at housing unit level) and the reuse of rainwater and grey water inside buildings by means of specifically designed hardware and software solutions.
In particular, a real-time water consumption monitoring and processing system was developed, aimed at recording consumption data at the user's connection to the water distribution network. It transfers the data collected to a cloud platform, where consumption data are processed in order to produce valuable information for the end users, both Water Utility (WU) and its customers [7] . In fact, the entire system allows consumers to know their consumption in near real time and to receive an alarm message in the event of water leaks downstream of their own water meters. As a result, users can become more aware of their water consumption and avoid waste of water. At the same time, patterns and all factors that affect water demand, which are not necessarily known to WU managers. In addition to smart meters, the market offers some software programs capable of identifying water losses within households. For example, Trace Wizard ® software has been designed to disaggregate high temporal resolution information of user water consumption and, additionally, it also classifies leakage events as drinking water end uses [25] . However, as indicated in the technical literature, this software is costly in terms of both time and resources, as it requires a preliminary calibration step for the development of specific models that take into account all factors, influencing water consumption [4] . In fact, audits must be performed and diaries kept in order to collect information on these factors, which also requires the involvement of each user. Furthermore, the quality of the final output can be strongly influenced by the subjective interpretation of the collected information. With the aim of overcoming these drawbacks and improving knowledge about leakage identification at user level, a system for real-time water consumption monitoring and leakage identification has been devised. The results obtained by applying it to a real-life case are presented in this paper. First of all, Section 2 provides an illustration of the proposed real-time water consumption monitoring and processing system. Then, the algorithm for the automatic identification of water leakages occurring on individual user premises, downstream of the meters, is shown and explained. This algorithm is implemented within the processing system and the only input it requires is the time series of user water consumption, as provided by the monitoring system. In particular, the underlying idea of the algorithm is somewhat similar to that of the MNF method, but applied to a single user as it allows the identification of leakages by looking for the continuous non-zero hourly water consumptions during an established time window. However, not only minimum night hours but also a longer time window (24 h ) is taken into consideration. Lastly, the accuracy of the results that can be obtained with the implementation of this algorithm considering different time windows is evaluated with reference to the real case of the town of Gorino Ferrarese (FE) and compared with the one obtained by implementing that proposed by Britton et al. (2008) [13] . The paper concludes with some final considerations.
The Monitoring and Processing System
The term "smart metering" is now widely used in technical literature and in utility sectors to define systems that enable the remote reading of electricity, gas, and water meters, and therefore real-time monitoring of consumption. Although, at present, these systems are not widely used by the WU, they are becoming increasingly popular given the benefits previously mentioned that they can provide (such as easier billing of the water consumption and the detection of water losses at district and individual user level). In general, these systems involve the use of smart meters, able to make consumption data available remotely thanks to the presence of an integrated communication unit inside them. In the water utility context, data sent by these smart meters are typically collected relying on expensive architectures made up of instruments supplied by the manufacturers of the water meters. However, innovative Open Source technologies can help to reduce the costs of smart metering devices and of the system as a whole. These technologies have been exploited to develop an Automatic Meter Reading (AMR) system in the framework of the GST4Water project. Figure 1 shows the entire architecture, which is divided into four main components: The smart meter, the monitoring system, the processing system, and the end users. The smart meter transmits water consumption information to the monitoring system, exploiting a radio protocol specifically developed for meter readings. The monitoring system receives consumption data sent by the smart meters and sends them to a cloud platform. This platform processes the consumption data received, in order to return useful near real-time information to the end users: Both consumers and the water utility.
The following is a brief description of each of the two components that represent the main core of the system, that is, the monitoring and the processing system, and of the algorithm that is implemented within the processing system and enables leakages downstream of the users' smart meters to be identified. 
The Monitoring System
The monitoring system involves the installation, for each user, of a small data collector able to collect consumption data sent by meter devices through the Open Meter Standard (OMS) Wireless M-Bus protocol. This radio protocol, implemented in most smart meters, is designed specifically for metering and can operate at the 169 and 868 MHz ISM (Industrial, Scientific, and Medical) frequencies. Being an open communication protocol, it allows for the reception of consumption data from any meter device implementing it, regardless of the manufacturer.
Hardware components easily available in the market were used for the creation of the data collector, namely, single-board computers (SBCs). In general, SBCs are compact devices with reduced energy consumption, but have a processing capacity comparable to that of a personal computer and are specifically designed to facilitate the addition of further radio modules. Therefore, the SBCs used were combined with wireless M-Bus radio modules designed to receive data from smart meters and Wi-Fi/3G/4G modules for transmitting the data to the cloud platform.
Furthermore, Open Source technologies were used for the creation of the software component of the data collector. In general, these technologies have many advantages, such as a reduction in the costs of the data collector or of the entire system, and also greater reliability guaranteed by the support that can be given by a large community of developers, capable of quickly updating and improving the software. In particular, the software component of the data collector consists of a Linux operating system to which software for the process and connectivity management, such as Supervisor and sakis3g [26] [27] [28] , were added. These technologies are highly adaptable, since the source codes are publicly available and free, and therefore each program can be modified according to need.
The Processing System
The processing system for water consumption data is designed to be installed both on a cloud computing platform or on a private server owned by the WU. Within the GST4Water project, a cloud computing infrastructure was adopted. This infrastructure enables data to be stored, managed, and processed, thanks to hardware and software resources that can be physically distributed throughout the world and remotely used through the Internet. More specifically, the services provided by Amazon Web Service (AWS) and the Rilheva system, developed by Xeo4 (a project partner), were adopted for the creation of the processing system. The latter is able to receive water consumption data transmitted by the monitoring system and to validate and archive it in a database within the cloud platform. Finally, it processes consumption data through appropriate algorithms that extract useful information for users and the water utility. With reference to users, the cloud platform calculates the water volume consumed by the individual user in the last 24 h and the time series of flow rate at a given time step (e.g., one hour). All the information is updated every time the smart meters send new measured data. In addition, the leakage level inside the user's residence is determined from the analysis of the time series of flow rates as detailed below and, in the event of a probable water leak, the cloud platform generates an alarm signal to notify the user of its presence. With reference to the water utility, the cloud platform calculates a water balance by comparing the time series of the flow rates of water entering the DMA with the sum of the time series of the consumptions of all the users located in the district. The information concerning the leakages at user and district level are sent, together with the consumption data, to the Rilheva system, which is the graphic interface for the return of data to users and to the water utility. Consequently, users and the water utility can view the information on their devices (PCs, tablets, and smartphones) by simply connecting to the Internet. In addition, the water utility can use these data for billing purposes.
A number of data collectors were placed in around 10 houses, in order to evaluate the correct functioning of the implemented real-time monitoring and processing system and consequently validate the correct flow of information. The references for accessing the Rilheva platform were provided to each of these users ( Figure 2 ). 
Algorithm for The Automatic Identification of Water Losses Inside User Households
An empirical algorithm was developed in order to identify leakages inside households. The implementation of this algorithm within the smart metering infrastructures is aimed at minimizing unnecessary waste due to water leakage. Specifically, the proposed algorithm generates, on a daily basis, an alarm signal for the notification of a possible water leakage, as determined on the basis of some evaluation criteria. These criteria have been defined taking into consideration the know-how gained (or derived) during the manual and visual analysis of the hourly water consumption pattern (explained in detail in the case study section). Indeed, as shown in Figure 3 , the criteria are based on the fact that the pattern of residential water consumption is usually characterized by periods of the day when consumption is quite high (typically in the daytime), alternating with periods during which consumption decreases at user level, falling to zero (typically during the night). Quite the opposite occurs in the presence of a water leakage within the household, which leads to a continuous flow of water entering the house itself, so that consumption never falls to zero at any time of the day or night. The same cannot be clearly stated for non-residential users. In fact, some non-residential users, e.g., a particular kind of factory, could be characterized by continuous consumption throughout the day, due to a particular activity/production cycle and not to a leakage. Thus, the algorithm is set up to assess the presence/absence of leakages inside residential houses by looking for non-consumption in some periods of the day. The basic idea of the algorithm is in line with that of the MNF, but applied to a single user rather than to a district. However, not only minimum night hours but also other periods are considered. In fact, two applicative variants of the algorithm were considered. The first one (indicated below as A2-5) is used to monitor the hourly flow rate during the night-time hours between 02:00 and 05:00 (as for a traditional MNF method), i.e., the period typically used to identify leakages. It is, in fact, the period during which the consumption of residential users typically falls to 0 or, in a dual way, the period during which a continuous flow entering the housing unit could actually be a water leakage. The second one (indicated below as A0-24) evaluates the hourly flow rate during the whole day. Indeed, the algorithm was applied taking into account two different time windows, in order to compare and evaluate the pro and cons of considering a short (2−5) or a long (0−24) period. In any case, if the hourly flow rate is never equal to zero during the hours of minimum consumption (A2-5), or during the whole day (A0-24), the algorithm classifies the consumption pattern as indicative of a probable water leakage. On the other hand, if the hourly flow rate is equal to 0 at least once during the hours of minimum consumption, or at any time during the day, the algorithm classifies the consumption pattern as a correct operation of the plumbing systems and the hygienic and sanitary appliances. This approach is also compared, in the numerical application, with the results produced by the approach proposed by [13] where a time window of 48 h is considered.
The approach implemented for the automatic identification of internal water leaks offers numerous advantages compared to the above-mentioned Trace Wizard ® software. In fact, the algorithm does not require any initial training step or analyst evaluation. Consequently, the proposed algorithm is not affected by human arbitrariness and it does not require any variables to be set. On the other hand, given its very nature, it cannot be effectively applied in case of intermittent supply systems, since in such a case, the flow rate entering the house in any case goes to zero during some hours of the day (intermittent supply) and thus, a leakage in the plumbing system would not be detected.
Case Study
A field laboratory was created at Gorino Ferrarese (FE) with the goal of testing the water consumption monitoring and processing system developed. This small village, located in northern Italy, has an area of about 3 km 2 and corresponds to a natural DMA where the entire distribution network is fed at a single point and supplies about 650 residents. These inhabitants correspond to a total of 293 users, of which 276 are residential and 17 represent public-, commercial-, and tourism-related activities. In this DMA, in the spring of 2016, CADF S.p.A., the water utility managing the network, and a project partner replaced the traditional meter devices with electromagnetic smart meters. These meter devices, entitled Sensus iPerl, provide a metrology R800 that assures accurate measurements starting with flow rates as low as 1 L/h. However, operatively, these smart meters can record variations, in terms of cumulative consumed water volume, no less than 1 L in the set time interval, where the set time interval is at least 1 min with remote meter reading (RMR) monitoring and at least 15 min with AMR monitoring. The installation of these smart meters made it possible to undertake a data collection campaign, which involved making preliminary use of an RMR system in a walk-by mode and evaluating the ability of the smart meters to record consumption data. Therefore, from June 2016 to March 2018, the time series of the cumulative volume of water demanded by each user were acquired. All collected data were stored in a one-hour time step time series database, for a total of around 4,500,000 records. Hourly data acquisition of water consumption allows users to be updated almost in real time on their water consumption and on the possible presence of water leakages in their homes.
In particular, the collected data were subjected to a preliminary cleaning and pre-processing step. Specifically, the whole dataset was cleaned of the consumption information on commercial users and only residential users were taken into consideration since, as previously observed, the proposed method was based on considerations that typically applied to residential users. On the other hand, the consumption information relating to some residential users was rejected, as their smart meters were faulty and, for this reason, they recorded a decreasing cumulative volume. This problem was due to a particular set of meters provided by the producer. This set of faulty meters represents a high percentage, about 28% of the 293 smart meters belonging to the DMA, which in turn does not represent a large set compared to other field experiences, such as the one described by Britton et al. (2008) [13] , where 22,000 m were installed. As a result, the final dataset used included the hourly cumulative volume time series of 193 residential users for the period from 29 June 2016 to 9 January 2018. These time series were pre-processed to obtain hourly time series of flow rates for each user and they were examined by an expert analyst, who performed a visual and manual analysis in order to characterize the water consumption pattern. The analysis was carried out by combining, for each user, the observations obtained from the analysis of the trend in the cumulative volume with those deriving from the pattern in flow rates. The majority of residential users showed a consumption pattern typical of domestic users, in which the periods of high consumption, occurring mainly during daylight hours, alternated with periods in which consumption decreased, even reaching zero values (typically during night-time hours). However, some residential users showed an unusual consumption pattern, due to the presence of leakages inside their homes. While large leakages were identified by analysing the time series of the cumulative volume, since they involved a clear increase in the slope of the consumption trend, identification of the small leakages required the analysis of the hourly flow rate time series. In fact, different types of leakages were identified, differing in size and behaviour: From large leakages due to broken pipes (Figure 4a) , to small leakages due to the faulty operation of plumbing systems and sanitary appliances (Figure 4b) . Overall, 192 leakages were identified during the monitoring period, with 54 corresponding to water losses of more than 10 L/h and 138 corresponding to water losses in the range from 1 to 10 L/h. The identified leakages were promptly reported to the WU, which in turn, alerted users. Subsequently, the water leakages reduction was verified through field inspections. Subsequently, a daily benchmark was developed taking into account the results obtained through manual and visual analysis. The benchmark was used to assess the accuracy of the algorithm for the automatic identification of leakages. The performance of the algorithm implemented was inferred on the basis of a confusion matrix evaluation, as well as some metrics commonly used to assess classifiers in a machine learning context (Accuracy, Recall, Specificity, and Precision) [29] [30] [31] [32] . Therefore, the number of days of real loss accurately identified by the algorithm (true positive-TP), real absence of water loss (true negative-TN), non-existent water loss erroneously identified by the algorithm (false positive-FP), and, finally, the number of days of real loss not identified by the algorithm (false negative-FN), were quantified for each user in order to evaluate the performance of the proposed algorithm. As a result, it was possible to obtain a confusion matrix relating to the whole set of users (Table 1) , as well as the total number of days of real water loss (TP + FN), the total number of days characterized by a real correct operation of plumbing systems and sanitary appliances (TN + FP), the total number of days of water loss identified by the algorithm (TP + FP), and the total number of days during which the algorithm identified correct operation of plumbing systems and sanitary appliances (TN + FN) . Finally, the following metrics [29] [30] [31] [32] were calculated based on the results provided by the confusion matrix:
Accuracy indicates the rate of total correct identifications provided by the algorithm and allows the overall performance of the algorithm to be defined. The other indices, by contrast, enable a quantification of the degree to which the empirical algorithm is able to distinguish the presence from the absence of water losses. In particular, Recall quantifies the capability of the algorithm to identify alarms, as measured by the ratio between the alarms correctly identified by the algorithm and the total number of true alarms. Similarly, Specificity represents the capability of the algorithm to identify the days characterized by a correct operation of the plumbing systems and sanitary appliances inside homes and is determined on the basis of the ratio between the total number of days characterized by the absence of water loss correctly identified by the algorithm and the total real number of days characterized by a correct operation of plumbing systems and hygienic and sanitary appliances. In contrast, Precision measures the capability of the algorithm to avoid false alarms, based on the ratio between the number of true alarms identified by the algorithm and the total number of alarms identified by it. Finally, the F 1 measure was introduced in order to evaluate, using a single metric, the capability of distinguishing between days with or without water loss. F 1 is calculated as the harmonic mean of Recall and Precision, according to the following formula:
Accuracy, Recall, Specificity, Precision, and F 1 tend to 1 as the effectiveness of the algorithm increases.
Results and Discussion
The confusion matrix was determined for both algorithms, A2-5 and A0-24, and the results are summarized in Table 2 .
In particular, Table 2a shows the values of TP, FP, FN, and TN resulting from the comparison between the benchmark and A2-5, while Table 2b shows the values of TP, FP, FN, and TN resulting from the comparison between the benchmark and A0-24.
In detail, one immediately observes a small difference in the total number of days classified: A2-5 classifies a total of 102,786 days, while A0-24 classifies 12 days less. This difference (lower number of classified values) is due to the fact that some data were missing in the time series of hourly flow rates relating to daylight hours, which precluded checking all 24 hourly values for some days. Clearly, this difference affects the sum of TP + FN and TN + FP, as well as the sum of TN + FN and TP + FP. Considering the metrics, it can be observed (see Table 3 , first column) that the A2-5 algorithm is able to classify most of the days correctly, with an Accuracy of 0.94. In addition, almost all real alarms were detected by A2-5 since the Recall value is 0.99. Likewise, Specificity is higher than 0.9 and this result highlights how almost all cases of correct operation of plumbing systems and sanitary appliances are appropriately classified by the algorithm. Finally, Precision is 0.73 and F 1 amounts overall to 0.86. Table 3 . Accuracy, Recall, Specificity, Precision, and F 1 obtained by comparing A2-5 against the benchmark (first column) and by comparing A0-24 against the benchmark (second column). Measures obtained by considering also 48 h (Britton et al., 2008 [13] ) are shown in the third column. The results of the A0-24 approach show a higher Accuracy (0.98), as the number of cases of non-existent water losses correctly classified by the algorithm significantly increases (TN from 77,701 to 82,965) and the number of non-existent water losses erroneously identified by the algorithm decreases (FP from 5990 to 718). The reduction in false alarms is due to the fact that the hourly flow rates were evaluated over a wider time interval. In order to clarify the improvement in performance, in terms of false alarms, obtained by applying A0-24, Figure 5a shows the hourly flow rate pattern of a specific domestic user, while Figure 5b,c shows the results obtained (in terms of TP, FP, FN, and TN) for the same user on the basis of the comparison between the benchmark and A2-5 and A0-24, respectively. As Figure 5a shows, the user shows a significant increase in water consumption in the summer period, due to the use of an irrigation system. In detail, the consumption due to the use of the irrigation system, which is reflected in the peak flow rates of more than 600 L/h, occurs regularly in the early hours of the morning (between 02:00 and 05:00) for the entire duration of the summer periods. Clearly, for this user, A2-5 generates some daily alarm signals (124 blue stars in Figure 5b) , mistaking the user's real consumption of water for a water loss. A0-24, by contrast, does not result in the same error and returns a much lower number of false alarms (represented by the 2 blue stars in Figure 5c ), thus showing an ability to evaluate the hourly flow pattern throughout the day. The reduction in false alarms (from 5990 to 718) naturally also implies an increase in the Specificity and Precision metrics, which are equal to 0.99 and 0.96 respectively. However, this approach provides less accurate results in terms of the real water losses identified by the algorithm (TP from 18,896 to 18,211) and, as a consequence, the number of days of unidentified real water losses increases (FN from 199 to 880) and Recall decreases (from 0.99 to 0.95). Figure 6 provides an example to explain the reason behind these results. In particular, Figure 6a shows the time series of the hourly flow rates for a user with a very small water loss, while Figure 6b Specifically, for this user, characterized by a lower water consumption than the previous one, an FN of 72 was obtained when A2-5 was compared with the benchmark, while an FN of 203 was obtained when A0-24 was compared with the benchmark. Figure 7 shows the time series of the hourly flow rates for this user recorded from 25 January to 1 February 2017. As may be observed, this user shows a sawtooth pattern of water consumption that is characterized mainly by a flow rate equal to 1 or 2 L/h but sporadically and irregularly tends to 0. This flow rate trend was classified by the analyst as a water leak of less than 1 L/h, since it is not possible to establish a similarity between this water consumption pattern and the patterns normally associated with the traditional human activities that take place within a generic household. This means that the analyst considered water loss to always be present and attributed the zero values to the sensitivity of the smart meter, which is capable of measuring and recording a minimum cumulative volume increase of 1 L. Basically, in some hours, the cumulative volume caused by the water leak was not sufficient to generate a consumption value greater than zero, even though the water loss occurred, as the leak was close to the meter detection limit. The presence of zero flow values induces the algorithm to confuse some days characterized by real water losses of less than 1 L/h with days characterized by a correct operation of plumbing systems and hygienic and sanitary appliances. Clearly, A2-5 generates fewer false negatives than A0-24, as the probability of identifying a zero value is lower when a shorter time interval is considered. Moreover, it is interesting to highlight that the consumption pattern of this user is the one that generates the highest FN. Indeed, of all the observed false negatives, 36% (A2-5) and 23% (A0-24) were due to this user. In any case, with both approaches, the majority of remaining false negatives are attributable to users characterized by water losses of less than 1 L/h.
Metrics
Thus, although A0-24 produces somewhat less accurate results when users are affected by water losses of less than 1 L/h, i.e., below the detection limit of the meter itself, the results show that it is more efficient in avoiding false alarms and in automatically identifying the water leaks of residential users, as the F 1 measure increases quite significantly from 0.86 to 0.96.
The efficiency of the A0-24 algorithm was also compared with the approach proposed by Britton et al. (2008) [13] based on considering continuous non-zero consumption over a time window of 48 h. The corresponding Accuracy, Recall, Specificity, Precision, and F1 measures are synthetized in the third column of Table 3 . As can be observed, when the empirical algorithm looks for continuous non-zero consumption over 2 days, Accuracy and Specificity are equal to 0.97 and 0.99, values in line with those obtained through A0-24 (respectively 0.98 and 0.99). However, Recall significantly decreases (from 0.95 to 0.88) due to a decrease of real loss accurately identified by the algorithm (from 18,211 to 16, 764) and to an increase of the number of days of real losses not identified by the algorithm (from 880 to 2270). Therefore, even if Precision slightly increases (from 0.96 to 0.99), the overall F 1 measure decreases to 0.93. In short, at least for the considered case study, the A0-24 algorithm seems to be the most effective one.
Conclusions
This paper presents a system for the continuous monitoring and processing of water consumption data developed as part of the GST4Water project. The monitoring system receives the consumption data sent by smart meters and relays them to a cloud platform where they are processed in order to return useful information to users and water utility managers on a real-time basis. In particular, with reference to the goal of reducing water losses at the individual user level, an algorithm is proposed. The implementation of this algorithm within the processing system allows for the automatic identification of water leakages downstream of the smart meter. The algorithm analyses the hourly water consumption patterns of each domestic user and searches for zero flow values recorded during the hours of minimum consumption, or around the clock. If the hourly flow value is zero at least once during the specified time interval, the algorithm classifies the consumption pattern of the user as indicative of correct operation of the plumbing system and sanitary appliances. In contrast, if the hourly flow value is never zero in the same time interval, the algorithm classifies the consumption trend as indicative of a probable water loss. The results obtained show that the proposed algorithm allows the water losses of individual residential users to be identified with an accuracy of more than 90%, based on the non-zero flow values recorded both during the hours of minimum consumption and throughout the day or two consecutive days. However, the approach whereby the water consumption pattern over a 24-h period is considered has proven to be more effective in distinguishing between the presence and absence of water leakage, thus providing a much lower number of false alarms. The proposed algorithm would enable users to be directly notified of the presence of probable water leakages inside their homes if it were implemented by exploiting the most innovative infrastructure for real-time water consumption monitoring. This would contribute to the sustainable management of water resources by reducing the volume of wasted water. Although smart meters are still very expensive compared to traditional meters, and thus are still not widely used, the obtained results can represent valid evidence of their practical effectiveness. 
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